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Security events

Annual 81,893,882

Monthly 6,824,490

Weakly 1,574,882

Figuere 1. Security intelligence makes it possible to reduce the millions of
security events deteceed annually in any one of our clients” systems w an

average of 73,400 arracks—and under 100 incidents—in a single organizaton
over the course of a year . Security attacks
Annual 73,400

Monthly 6,100
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Incident rates across monitored industries

Manufacturing
Financa and
Nsurance

Irformation and
COMIMNICation

Health and social

Retail and

Figure 2. The manufacruring and finance and insurance industries tend to
offer artackers the most significant potential payoff.
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Categories of incidents

Sustained
probe/scan

28

Malicious code
35%

Denial of
Unauthorized \ Service
access 2%
% Acce
13 Suspicious ss.ﬂr
activity credentials abuse
12% 10%

Figure 3. Malicious code and sustamed probes or scans wop the list of incident
categories impactng every indusery covered in this report.
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Categories of attackers

Multiple
25%
Qutsiders
50%

Malicious
insiders
20% Inaduertent Actor
5%

F;gw: 4. Half of all artacks are most likely o be instigated by outsiders

Attacker motivation
Opportunistic

Industrial espionage,
financial crime,
terrorism, data theft

23%

Dissatisfaction
with employer/job
=
Social activism, civil
disocbedience Other
7% 6%

Figure 5. Opporunity served as the prime motivator for nearly half of the
atrackers we identified and investigared.
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How breaches occur
Misconfigured
sysem or | | 42"
application
oo | [ "
Undetermined - 15%
Vulnerable code . 6
Targeted attack, 6%
exploited

Figtare 6. Although preventable errors are often to blame for security
inculents, it was impossible o identfy the culpric in nearly 20 percent of the

Ccases we examined.
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10 essential practices—
cyber security defense in depth

Build a risk- Control network
aware culture access
Manage incidents I I Security in the
and respond IQ clouds
Defend the . . Patrol the
workplace neighborhood
Smurrry by ‘ ' Protact the
.' compary jewels
Keep it clean Track who's who

Within each essential practice, move from manual and reactive 1o

automated and proactive to achieve optimized security.

¢ 7. Ten essendal pracdeces: A successful security program strikes a
balance that allows for flexibility and innovaton while mainmining consistent
safeguards that are understood and practiced throughout the organization.
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The cyberwar

Counter

Advanced Persistent Threat

with

IBM Advanced Persistent Intelligence
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IBM’s Vision for Intearated Advanced Threat Protection

Cross-domain
awareness of
threat activity

Integrated platform
for distribution of
threat intelligence

On the Network
= |ntrusion prevention
= URL filtering
= Application control
= Malware detection

In the Wild
= Malware analysis
= Vulnerability analysis
= URL classification
= Reputation

On the Endpoint

= Malware prevention
= Configuration management

EIiminate_ _ Cross-domain
False Positives awareness
Weak Signal Secum Int mge“o‘-" of targeted assets
Pickup ¥ e

orporation
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In-The-Wild Protection: X-Force Intelligence

@

IBM X-Force
ThreatIntelligence

Constantly evolving security

content and protection

IBM Security ldentity
and Access Management

Safeguard and monitor access to IT
systems, applications and information

v v

.

IBM QRadar Security
Intelligence Platform

P

B

4

v

Detect security and compliance
risks with real-time intelfigence

400+ 31 Party
Data Sources

IBM Security AppScan

Identify and remediate web
and mobile application
villnerabilities

pa

v

Network Protection

#| Server Protection

Mainframe Protection

Endpoint Protection

10

IBM Security Network
Intrusion Prevention

Stop Internet threats before
they impact your business

A

IBM Security Serverand
Virtual Server Protection

Threat protection for every
layerof the dafa center

IBM Security
zSecure Suite

Reduces risk with automated
audit and compliance reports

A

3

IBM Guardium Suite

Continuous monitoring and assessment of
databases, warehouses, file shares and
big data environments

.

IBM Tivoli
Endpoint Manager

A single solution for
managing endpoint security
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Attackers are using sophisticated techniques to bypass defenses

¢ |ndiscriminate

S . |
¢ |ack sophisticated technical skills : {:;?Sgtcggllﬁfargﬁstwated l
Off-the-Shelf ~ * JSetool chest of exploit and e DDoS attacks
malware kits P
tools_and Ve et Builders e |ulzSec and Anonymous
techniques (hacktivists)

¢ Financially motivated malware activity

853386 o 0O
0348508 ((QDAD )

Advanced Persistent Threat
Organized, state sponsored teams
Discovering new zero-day vulns
Unprecedented attack techniques

Sophisticated e Cyberwar

Broad Targeted

“Advanced Persistent Threat” is the approach

often used by State-Sponsored Entities

1 Source: IBM X-Force Research and Development
© 2012 IBM Corporation
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What's different about Advanced Persistent Threats?

Advanced

= Exploiting unreported (zero-day) vulnerabilities

» Advanced, custom malware is not detected by antivirus products
= Coordinated, well researched attacks using multiple vectors

Persistent
= Attacks last for months or years (average: 1 year; longest: 4.8 years)’
= Attackers are dedicated to the target — they will get in

Threat

» Targeted at specific individuals and groups within an
organization; aimed at compromising confidential information

» Not random attacks — they are “out to get you”

1) Source: http://intelreport.mandiant.com/Mandiant APT1_Report.pdf
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Attackers follow a 5-Stage attack chain

Spear phishing and remote

ﬁ .
(S R Break-in exploits to gain access
Malware and backdoors
[ Gommang G Latch-on installed to establish a foothold

Reconnaissance and
Expand lateral movement to increase
access and maintain a presence

Acquisition and aggregation
Gather of confidential data

Exfiltrate Data exfiltration to

c g 4 EEEENS
omman = external networks

& Control (CnC W
ontrol (CnC) Eifirg
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Persistent threat
vectors

Expanding

Threat
Surface

Asymmetric
Threats
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What X-Force Intelligence means to the threat

IBM Business Security Maturity Workshop Report

URGENT: Need your assistance immediately!

From: James Fowler, CFO [james.fowler.acmeco@yahoo.com]
To: Lori Jones, Bill Smith, Philip White

Sent: Tuesday, 10 August 2013, 7:00 am

X-Force reputation data

Team, i ,
catego rFizes:

| just got off the phone with our auditors, and we have discovered a . . .

huge problem with this year’s financial reports. The board is PhIShlng sites

counting on us to get this addressed immediately! Malware sites

Botnet command & control

Anonymous proxies

I'll be setting up a conference call to discuss within the hour, so . .
please look at this right away. U nCategOFIZGd sites

Please click here for the details.

James Fowler

Chef Financial Officer

AcmeCo

24 West 23 Street, New York, NY
+1.212.555.1212

15
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NETWORK PROTECTION

© 2012 IBM Corporation



ADVANCED COMPREHENSIVE SEAMLESS DEPLOYMENT &
HREAT PROTECTION VISIBILITY & CONTROL INTEGRATION

Prov:_an _protectlon om Helps discover and block  Adaptive deployment and

sophisticated and isting infecti d .. : ith

constantly evolving existing In _ectl_ons and superior integration wit
rogue applications while the full line of IBM

threats, powered by enforcing access policies security solutions
X-Force® 9 P y

17
© 2012 IBM Corporation



BN PR ST T A e PR SrES

~ian
W LIS
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The XGS 5100 helps protect against a full spectrum of targeted attacks,

even in SSL-encrypted connections

Infrastructure

System-level
Attacks

-

FEATURING

Web Application
Attacks

Users

Spear
Phishing

Malicious

Attachments

o X WL
l.!u

Web/Social
Media Risks

VIRTUAL |
\\PATCH" |

TECHNOLOGY

Extensible, Ahead-of-the-Threat Protection
fo help

backed by the power of
protect against mutating threats
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& Cantrol

Context-aware access control policies block
pre-existing infections, rogue applications, and policy violations

Employee B Good Application
Network Traffic

and Flows Employess

Botnet traffic

Employee C _ RO

(!

Complete Identity Awareness Access Control Policies block

Deep Packet Inspection fully

classifies network traffic, associates valuable users and pre-existing compromises and
regardless of address, port , groups with their network activity, rogue applications as well as
protocol, application, application application usage and application enforce corporate usage policies
action or security event actions

400+ 2,000+ 20 Billion+
Protocols and File Formats Analyzed Applications and Actions Identified URLs classified in 70 Categories

19
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URGENT: Need your assistance immediately!

From: James Fowler, CFO [james.fowler.acmeco@yahoo.com]
To: Lori Jones, Bill Smith, Philip White

Sent: Tuesday, 10 August 2013, 7:00 am

Team,

| just got off the phone with our auditors, and we have discovered a
huge problem with this year’s financial reports. The board is
counting on us to get this addressed immediately!

Please click here for the details.

I'll be setting up a conference call to discuss within the hour, so
please look at this right away.

James Fowler

Chef Financial Officer

AcmeCo

24 West 23 Street, New York, NY
+1.212.555.1212

Blocks malicious links
Leveraging X-Force Intelligence

Blocks malicious attachments

Ultilizing advanced heuristics

Disrupts command and control
To disable existing infections

© 2012 IBM Corporation
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ENDPOINT PROTECTION

© 2012 IBM Corporation



Trusteer Apex: Three Security Layers

Data

Exploit Exfiltration

Prevention Prevention
Stop Block malware  Block key-loggers
exploitation of communication pyeyent
user application  prayent submission on
vulnerabilities information phishing sites
Prevent drive-by  theft Prevent reuse on
downloads public consumer

sites

22
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Exploit Preyention: Automatically prevent

€po

application exploitation

Action: afile is
written to the file :
system and I
executed

g Web

Download
State: user 1
initiated 2gb:
download OR T
UNKNOWN Unknown =
Malicious

If action and state are not pre-approved:
action is stopped, infection prevented

© 2012 IBM Corporation



IBM Business Security Maturity Workshop Report

Stop Malware Communication by
Preventing Application Compromise

&=

Externa
Network
i Compromised

Application
Process

24



What.Endpaint Protection means to the

threat
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URGENT: Need your assistance immediately!

From: James Fowler, CFO [james.fowler.acmeco@yahoo.com]
To: Lori Jones, Bill Smith, Philip White

Sent: Tuesday, 10 August 2013, 7:00 am

Team,

| just got off the phone with our auditors, and we have discovered a
huge problem with this year’s financial reports. The board is
counting on us to get this addressed immediately!

Please click here for the details.

I'll be setting up a conference call to discuss within the hour, so
please look at this right away.

James Fowler

Chef Financial Officer

AcmeCo

24 West 23 Street, New York, NY
+1.212.555.1212

Blocks Malware Infection and
Data Exfiltration
using advanced techniques

refined from years of preventing
fraud for the world’s top
financial institutions

© 2012 IBM Corporation
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Security Intelligence

PUTTING IT ALL TOGETHER

26



Solutions for the full Security Intelligence timeline

IBM Business Security Maturity Workshop Report

Are we configured What is happening What was the

What are the external to protect against
i ? i ? i ?
and internal threats? these threats? right now? impact?

Vulnerability PREDICTION / PREVENTION PHASE Exploit REACTION / REMEDIATION PHASE Remediation

. > @

Pre-Exploit Post-Exploit

Prediction & Prevention Reaction & Remediation

Network and Host Intrusion Prevention.

Network Anomaly Detection. Packet Forensics.
Database Activity Monitoring. Data Leak Prevention.
Security Information and Event Management.

Log Management. Incident Response.

Risk Management. Vulnerability Management.
Configuration and Patch Management.
X-Force Research and Threat Intelligence.
Compliance Management.

Reporting and Scorecards.

| Radar

27
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Taking Data from a Wide Spectrum of Feeds

IBM Business Security Maturity Workshop Report

N
ey Security devices

Suspected
incidents

@ Users and identities

28
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IBM X-Force® Threat
Information Center
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User Context
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Real-time Netwt! Kk Visualization

and Application Statistics from
Flow Data

Inbound
Security Events
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360.Regree. Threat Intelligence

Data Sources Real-time Processing Security Operations
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Eﬂ Big Data Big Data Analytics
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Email Gateway
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Leverage advanced analytics across all stages of the attack

Monitor everything Correlate intelligently
Logs, network traffic, user activity Connect the dots of disparate activity

AN

_‘l Security devices
= Servers and mainframes Correlation
* Logs/events True
k. Network and virtual activity * Flows offore
* |P reputation
4 Data activity * Geographic location Offense identification
i i Activity baselining and || * Credibility
= Applicalich SSS anomaly detection * Severity
: - 5  User activity * Relevance /
Contiguration information B s activity suspected
« o ¢ Application activity incidents
Vulnerabilities and threats « Network activity

m Users and identities /

Detect anomalies Prioritize for action
Unusual yet hidden behavior Attack high-priority incidents

31
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Use intelligence and anomaly detection across every domain

Extensive Data Sources

Security devices

vers and mainframes Embedded Suspected
Intelligence Incidents

ork and virtual activity

Dataactivity  ° Real-time  « Anomaly
analytics detection
Application activit : . lllli
" AtV « Automated - Incident evidence

iguration information offense and forensics
identification

nerabilities and threats
True Offenses

Users and identities

obal threat intelligence

32
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Gain insights to prioritize what is most critical

107

"’ 2 Bi"ion logs and events per day

25 high priority offenses

QRadar Security Intelligence Platform

Source: IBM client example

33
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34

Thank You !

Krishnan Jagannathan
+65 9010 7275 krishnan@sg.ibm.com
Business Advisor, Institute of Advanced Security
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IBM’s Vision for Intearated Advanced Threat Protection

Cross-domain
awareness of
threat activity

Integrated platform
for distribution of
threat intelligence

On the Network
= |ntrusion prevention
= URL filtering
= Application control
= Malware detection

In the Wild
= Malware analysis
= Vulnerability analysis
= URL classification
= Reputation

On the Endpoint

= Malware prevention
= Configuration management

EIiminate_ _ Cross-domain
False Positives awareness
Weak Signal Secum Int mge“o‘-" of targeted assets
Pickup ¥ e
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In-The-Wild Protection: X-Force Intelligence

@

IBM X-Force
ThreatIntelligence

Constantly evolving security

content and protection

IBM Security ldentity
and Access Management

Safeguard and monitor access to IT
systems, applications and information

v v

.

IBM QRadar Security
Intelligence Platform

P

B

4

v

Detect security and compliance
risks with real-time intelfigence

400+ 31 Party
Data Sources

IBM Security AppScan

Identify and remediate web
and mobile application
villnerabilities

pa

v

Network Protection

#| Server Protection

Mainframe Protection

Endpoint Protection

36

IBM Security Network
Intrusion Prevention

Stop Internet threats before
they impact your business

A

IBM Security Serverand
Virtual Server Protection

Threat protection for every
layerof the dafa center

IBM Security
zSecure Suite

Reduces risk with automated
audit and compliance reports

A

3

IBM Guardium Suite

Continuous monitoring and assessment of
databases, warehouses, file shares and
big data environments

.

IBM Tivoli
Endpoint Manager

A single solution for
managing endpoint security

© 2012 IBM Corporation
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Attackers are using sophisticated techniques to bypass defenses

¢ |ndiscriminate

S . |
¢ |ack sophisticated technical skills : {:;?Sgtcggllﬁfargﬁstwated l
Off-the-Shelf ~ * JSetool chest of exploit and e DDoS attacks
malware kits P
tools_and Ve et Builders e |ulzSec and Anonymous
techniques (hacktivists)

¢ Financially motivated malware activity

853386 o 0O
0348508 ((QDAD )

Advanced Persistent Threat
Organized, state sponsored teams
Discovering new zero-day vulns
Unprecedented attack techniques

Sophisticated e Cyberwar

Broad Targeted

“Advanced Persistent Threat” is the approach

often used by State-Sponsored Entities

37 Source: IBM X-Force Research and Development
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What's different about Advanced Persistent Threats?

Advanced

= Exploiting unreported (zero-day) vulnerabilities

» Advanced, custom malware is not detected by antivirus products
= Coordinated, well researched attacks using multiple vectors

Persistent
= Attacks last for months or years (average: 1 year; longest: 4.8 years)’
= Attackers are dedicated to the target — they will get in

Threat

» Targeted at specific individuals and groups within an
organization; aimed at compromising confidential information

» Not random attacks — they are “out to get you”

1) Source: http://intelreport.mandiant.com/Mandiant APT1_Report.pdf

38
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Attackers follow a 5-Stage attack chain

Spear phishing and remote

ﬁ .
(S R Break-in exploits to gain access
Malware and backdoors
[ Gommang G Latch-on installed to establish a foothold

Reconnaissance and
Expand lateral movement to increase
access and maintain a presence

Acquisition and aggregation
Gather of confidential data

Exfiltrate Data exfiltration to

c g 4 EEEENS
omman = external networks

& Control (CnC W
ontrol (CnC) Eifirg
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Stage 1: Break-in

1 Break-in = Employees are always vulnerable to well-executed phishing attempts

= Even patched machines can be compromised by “zero-day attacks”
that leverage previously unknown vulnerabilities

= Antivirus has proven to be largely ineffective against zero-day malware

= |BM Security Network IPS and IBM Security Network Protection
help block zero-day exploits using advanced behavioral analysis, and
block phishing and malware sites using a database of 13 billion URLs

= IBM Endpoint Manager helps limit attack surface by auditing and
enforcing compliance with patch and configuration policies

= Ask your endpoint protection vendor what they provide for advanced
detection, and how they detect indicators of compromise

= Consider using a specialized malware detection solution

40
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Stage 2: Latch-on

41

Comman

& Contral (CnC)

Once the attacker has breached your perimeter, they need to establish
a communication channel back to “home” and create redundant ways
to access your network

IBM Security QRadar continuously monitors the network and helps
identify anomalous activity in terms of location, applications accessed,
and more; logs network activity for future forensic investigations, to
help determine extent of breach

IBM Security Network IPS uses advanced behavioral analysis to
detect subtle communications with malicious destinations

Ask your endpoint protection vendor what they are providing for
advanced detection, including detecting indicators of compromise

© 2012 IBM Corporation
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Stage 3: Expand

= APTs usually don’t infect the host containing target data; thus the
attacker needs to find the target data and gain access to it

= They will perform reconnaissance to understand the network and
identify high-value assets

= IBM Security Privileged lIdentity Manager helps lock down user
accounts with access to high-value systems and data

= IBM Security QRadar uses out-of-the-box analytics to look for
suspicious probing across the network — by correlating activity at big
data scale

= IBM Security AppScan helps reduce the attack surface of enterprise
applications by identifying and prioritizing application vulnerabilities

» Proactively manage your access policies, grant the minimum rights
required, and frequently review user access rights

42
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Stage 4: Gather

= Once the attacker has compromised your users & gained access to
sensitive data repositories, they explore what is available and begin
copying target data

= |BM InfoSphere Guardium continuously monitors databases and data
warehouses to identify suspicious access and protect sensitive data

= |IBM Security Network IPS helps block malicious behavior within (and
beyond) the network

= IBM Security Network Protection controls application access at a
granular user and application level

= IBM Security Privileged ldentity Manager helps enforce access
policies

= Place extra controls and focus around your critical assets and data
= Encrypt & protect data in proportion to its value to you and attackers
= Implement an effective DLP (data loss prevention) strategy

43
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Stage 5: Exfiltrate

44

Comman

& Contrel (CnC)

There are nearly unlimited ways to get acquired data off your network

IBM X-Force Threat Intelligence identifies malicious sites, to help
block communications

IBM Security QRadar uses X-Force data to detect traffic to suspect
sites; performs activity baselining to help detect anomalous user
behavior based on type of activity, volume of data transfers, time of
day, location, etc.

IBM Security Network IPS helps stop encrypted traffic associated
with suspicious entities, and sensitive data transmission (eg, credit
card numbers)

IBM Security Network Protection tracks and controls application
usage in all directions to enforce policies and help prevent data loss

Push your Endpoint Protection, Network DLP and Network Security
vendors to enhance their detection and blocking of suspicious data
transmission

© 2012 IBM Corporation



IBM Business Security Maturity Workshop Report

Leverage advanced analytics across all stages of the attack

Monitor everything Correlate intelligently
Logs, network traffic, user activity Connect the dots of disparate activity

AN

_‘l Security devices
= Servers and mainframes Correlation
* Logs/events True
k. Network and virtual activity * Flows offore
* |P reputation
4 Data activity * Geographic location Offense identification
i i Activity baselining and || * Credibility
= Applicalich SSS anomaly detection * Severity
: - 5  User activity * Relevance /
Contiguration information B s activity suspected
« o ¢ Application activity incidents
Vulnerabilities and threats « Network activity

m Users and identities /

Detect anomalies Prioritize for action
Unusual yet hidden behavior Attack high-priority incidents
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Use intelligence and anomaly detection across every domain

Extensive Data Sources

Security devices

vers and mainframes Embedded Suspected
Intelligence Incidents

ork and virtual activity
Data activity * Real-time * Anomaly
analytics detection
Application activit . . .
PP ¥ < Automated - Incident evidence

iguration information offense and forensics
identification

nerabilities and threats
True Offenses

Users and identities

obal threat intelligence
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Gain insights to prioritize what is most critical

107

"’ 2 Bi"ion logs and events per day

25 high priority offenses

QRadar Security Intelligence Platform

Source: IBM client example
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